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Executive Summary

This document constitutes L4G deliverable B.Overviewof Potential Standards for TS0S

and providesa selected set of standards and their implementation in Local4Global Integrated
Software System. According to European effort for Standardization, an identification of
standards related to TSoS has been dooegering different areas in LocaldGlobal system,

including software development, services interoperability, data interoperability, and
building/domotic standardsA section describing the approach of their implementation has been
included, referenced to man sof t war e architecture defined
Local 4Gl obal Embedded Software Needso.

This first version of used standardsll be updatedafter finishing the development of the
Locd4Global g/stem. The final version on month 36 will includerther updatesand the
implementation of the standards in Local4Global system

Local4Globa) FP7ICT-2013.3.4 #611538 DeliverableD7.6 Pagel of 30
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1 Introduction
1.1 Project Goal
Local 4Gl obal 6s main goal is to develop a gener

and extensively test ih reatlife highly heterogeneus Technical System of Systems (TSoS).
The constituent systems of the TSoS act as fully autonomous units and operate only within their
local environment. The project aims to detect and optimize the constituent systems emerging
performance at algpbal level, without the need of costly systerdisign or reconfiguration,

using a plugandplay control mechanism in order to do so.

The Local4Global advances will lead to a fdilynctional and readyo-use system
(Local4Global final product) delivered in the form of an embedded, wadsed, plugandplay
software system for generic TSoS, mountable locally to each constituent system of the TSoS.
This system will be deployed and extensively tested and evaluated in twlderdg@oS Use
Casesatraffic TSoS use case and an efficient building TSoS use case.

1.2 Deliverable Goal

This document constitutes L4G deliverable B.Overview of Potential Standards for T20S

and providesa selectedset of standards and theémplementationin Local4Global Integrzd

Software SystemThe standards covedifferent areas in Local4Global system, including

software development, services interoperability, data interoperakility, building/domotic

standards.A section describing the approach of their implementatias been included
referenced to main software architecture defi
Embedded Software Needso.

L4G project provides contribution to the European effort for standardization. L4G requires the
use of standards and systematttender the interfacing and connection of different embedded
software systems. For this reason a special emphasis has been given on the development of such
standards.

This first version of used standardgll be updatedafter finishing the developmentf ¢the
Locd4Global s/stem. The final version on month 36 will include further updated the
implementation of the standards in Local4Global system

Local4Globa) FP7ICT-2013.3.4 #611538 DeliverableD7.6 Page2 of 30
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2 Standardsfor Software Design

In the context of software engineering, Local4Global follows standanmdsoditware design,
needed for software quality improvement. this section it is provided the standards used in the
L4G system: the Unified Modeling Language (UML) oriented to design tasks, and the Service
Oriented Architecture (SOA) for implementing iatdbuted functionality.

2.1 UML

Unified Modeling Language (UMLis a weltknown languagefor modeling systemsit is
supported by the OMG (Object Management Graup)is a graphical language for visualizing,
specifying, constructing and documenting a sysf&]. UML offers a standard to describe a
"blueprint" of the system (model), including conceptual issues such as business processes and
system functions as expsisns and specific aspects of programming languages, database
schemas and reusable components.

Importantly, UML is a 'language' for specifying and not to describe methods or pro¢dgiies.

is used to define a system, to detail the different elements cfystem, and to document and
build. It can be applied in software development to deliver a variety of ways to support a
software development methodology (such as the Rational Unified Process or RUP), but does not
specify what methodology itself or processe.

UML 2.0 defines thirteen types of diagrams, divided into three categories: Six diagram types
represent static application structure; three represent general types of behavior; and four
represent different aspects of interactions:

9 Structure Diagrams @lude the Class Diagram, Object Diagram, Component Diagram,
Composite Structure Diagram, Package Diagram, and Deployment Diagram.

1 Behavior Diagrams include the Use Case Diagram (used by some methodologies during
requirements gatherijgActivity Diagram,and State Machine Diagram.

1 Interaction Diagrams, all derived from the more general Behavior Diagram, include the
Sequence Diagram, Communication Diagram, Timing Diagram, and Interaction
Overview Diagram.

Sansor | Device Manager : Local Configuration : Local Data Repository Controller module : Global data
Plant Embedded Embedded Embedded Embedded repository | Cloud

|
|
|
I 1 read (sensor, var)

h

1.1: get sensor info

1.4 value

—————————— =

I I

| |

| |

| |

| |

| |

I |

| |

| |
1.3: read(var) .2: connection info | |
| |

| |

| |
) |

Figure 1: Example of Sequence Diagram in L4G system for sampling task

I 3: value
2: valug —’E;
i i
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2.2 SOA

A ServiceOrientedArchitecture (SOA) is the most appropriate way to implement a data capture
system that interacts with various modules and distributed functionality. The foll@eints
detail whatis SOA and the benefits it provides for a system of data collection.

SOA is a development paradigm based on the decomposition of monolithic applications into a

set of business functions. These functions are implemented using standard technologies that
facilitate interoperability. These business functions are used to quickly build applications that
meet business requirements. In SOA data and business logic are encapsulated in modular
business components with documented interfaces. SOA is not based onualdivid p p| i er s 6
specific technologies or specific platforms, or specific operating systems. This "neutrality”
allows reusability in heterogeneous environments.

SOA architecture isften defined irfive horizontal layer$2]:

1. Consumer Interface Layer: enders or apps accessing apps/service interfaces.

2. Business Process Layerchoreographed services representing businessasss in
terms of applications.

3. Servicesconsolidated together for whetnterprise irservice inventory.

4. Service Componerts used to build the services, such as functional and technical
libraries, technological interfaces etc.

5. Operational Systemslata models, enterprise data repository, tecduichl platforms
etc.

On the other hand there are four crasstical layers, each of which are applied to and
supported by each of the following horizontal layers:

1. Integration Layer platform integration (protocols support), data integration, service
integration, application integration, leading to enterprise application integration
supporting B2B and B2C.

2. Quality of Service: Security, availability, performance etc. constitute the quality of
service parameters which are configured based on required SLAs, O

3. Informational: provide business information.

4. Governance IT strategy is governed to each horizontal layer to achieve required
operating and capability model.

Consumer

¥

uoyelbaiu|

3ouUBUIBA0D

Services
Services

;_.
=
<
O
=
D)
1
=
=
D

SETVICE.

Components

1

Provider

Figure 2: SOA architecture in 8 layers

Local4Global FP7ICT-2013.3.4 #611538 DeliverableD7.6 Pages of 30



_ DeliverableD7.6 v.4.0,27/7/2015
LOCAL GLOBAL Overview of PotentiaStandags for TSoS Final

Control

Importantly, SOA is not aynonym for web services. Web Services are one of the possible
technologies that can be used to implement SOA. But SOA is quickly implanted through Web
services and are the most widely used standard for implementing SOA.

SOA is a concept, not a product.i$ a serviceoriented that enables interoperability between

heterogeneous environments and applications conceived as collections of services architecture.

These services communicate with each other to transfer data, perform tasks or coordinating an
actiwvity.

Service could be defined as a distinct business functionc@etéined, and does not depend on
the context or state of other. From an external point of view services are black boxes. The design
and implementation of them do not depend on the nafutee customers.

In Local4Global main functionality has been implemented as services interconnected among

t hen i n an architecture defined i n Del i ver abl

needso.

Figure 3: Local4Global SOA services architecture in connection with physical devices
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3 Standards for services interoperability

3.1HTTP

The Hypertext Transfer Protocol (HTTP)O] is an applicatiodevel protocol for distributed,
collaborative, hypermedia informati@ystems. It is a generic, stateless, protocol which can be
used formany tasks beyond its use for hytest, such as name servers atistributed object
management systems, through extension ofetgiest methods, error codes and headers. A
feature of HTTP ighe typing and negotiation of data representation, allowing sydierhe
built independently offte data being transferred

Practical information systems require more functionality than simple retrieval, including search,

front-end update, and annotation. HTTP allows an eggeed set of methods and headers that
indicate thepurpose of a requestt builds on the discipline of reference provided by the
Uniform Resource Identifier (URl)as a location (URL) or name (URN), for indicating the
resource to which a method is to be applied.

Messages are passed in a format similar to that used by Inteaietas defined by the
Multipurpose Inérnet Mail Extensions (MIME)HTTP is also used as a generic protocol for

communication between user agents and proxies/gateways to other Internet systems, including

those supported by the SMTP, NNTP, FTP, Gopdrat WAIS protocols. In this way, HTTP
allows basic hypermedia access to resources available from diverse applications.

HTTPis a requestesponse protocol. For example, a Web browser initiates a request to a server,

typically by opening a TCP/IP connectiorhd request itself comprises a request line, a set of
request headers, and an entity.
The server sends a response that comprises a status line, a set of response headers, and an entity.
The entity in the request or response can be thought of simply asylead, which may be
binary data. The other items are readable ASCII characters. When the response has been

completed, either the browser or the server may terminate the TCP/IP connection, or the

browser can send another request.

3.2FTP

FTP (File Transfer PPotocol) [11] is a sandard network protocol used for sharing data or
computer prograniiles between hosts over a T@Rsed network, such as internet or local
makes a TCP connection on

intranetsA c¢ |

for control purposes: authentication, commands. After that, another connection is opened. This

ent

connection will be used for data transfers.

Client
PI

'

Server
Pl

File

System [*

A 4

Client
DTS

'

Control
connection
< U - .>
Data
connection
< U - .>

Server
DTS

A 4

File
System

Figure 4: FTP connection
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3.3 TLS/SSL

Transport Layer Security (TSL)12] and his predecessor Secure Sockets Layer (SSL) are

cryptographic protocols that provide security o¥&@P based communications. This includes

mary protocols such
the communications. The handshake includes:

HoTi TnPgS , u nKdTePr S éa

1 Certificate: The server sends the certificate to the client, who checks its validity/trust.

1 EncryptionKeys: Public keg are exchanged, which will be used to encrypt messages.

The client will send an encrypted message which the server will decrypt and verify.

1 Cypher Suite: Both client and server will check for the strongest cipher that both

support.

Once finishalBebtbhecbhantdsand

Handshake Protocol
: ml

i“lhent Hello
Server Hello
Server Certificate
Eerer Key Exrharge
Cliert Certificate Request
SZerver Hello Done

Client Certificate

Clent EevExhange

Certificate Verify

Chatge Cipher Spec

Client Firished Message
Cherge Cipher Spec
Berver Finished Message

Record Protocol
Application Data

Figure 5: TSL handshake example

3.4 UMTS

server can communi

Universal Mobile Telecommunication System is one of the technologies us&dgenaration
mobile phones and is the successor of other malmimmunication technologies such as GSM
and GSPRThis technology enables transferring both voice and data wirelessly.

LocaldGlobal FP%ICT-2013.3.4 #611538 DeliverableD7.6
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Structure of an UMTS network

ME : Mobile

Equipment
MT/TE

UsiMm
uicc

UE : User

Equipment

MS : Mobile Station

cell

UTRAN : Universal Terrestrial
Radio Access Network /
RNS : Radio
Network System

AN : Access Network

CS : Circuit
Switched

CS-MGW

MSC server

-]
/]

5GS5N

GPRS PS
Packet Switc

C

N
G
Gi e

g
hed Gp|GGsN

SMS-GMSC
PS & CS

CN : Core Network

3.5WSDL

Figure 6: Structure of an UMTS network

WSDL (Web Service Description Language) is used to describiitictionalities offered by a

Web Service: it describes service operations, input and output parameters and how the service is

bound to a protocol and where the service is deployed.

WSDL describes the public interfacef a Web service and describes the niorof

communicationg.g, the requirements of the protocol and message formats required to interact
with the services listed in its catalogue. The operations and messages are described abstractly

supports and thelinked to the concrete network protocoldamessage format.
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Figure 7:WSDL 2.0 Infoset Diagram

3.6 SOAP

SOAP is an application protocol used to exchange Web Services data. It relies on other
protocols to negotiate and transmit messages, usually HTTP, and transmit mességks in
format called SOAP envelopeAlthough usually used along with WSDL, it can also be used in
other noAWSDL web services such as PHP services.

HTTR SOAP

Request
SOAP SOAP
Sender Receiver
SOAP
Response HTTP

Figure 8: SOAP service call
3.7 UDDI

UDDI (Universal Description Discovery and Integration) is an XML catalogue to register and
locate Web Services: the register can be interrogated through SOAP messages to find and
interact withWWSDL Web Services.
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[1] Register Web Service
[2] LookupWeb Service

[3] Invoke

[

Figure 9: Web service registry, lookup and invocation with UDDI
3.8 REST

Representational State Transf8f is a set of architectural principles to transmit data over a
standardized interfacdike HTTP or FTP. Apart from XML it can use other file formats to
transmit data, such as plain text or JSON. In Web Services, it uses a path to access a specific
resource, in which it can use the basic HTTP set of operations: GET, PUT, DELETE, POST and
HEAD.

It is considered a lightweight protocol. Instead of defining and sending an application message
like SOAP, it uses the URL to send all the necessary information. While SOAP is more oriented
to functionsREST is more oriented tesources

http://fexample.com/resource_Z

resource_Z

Figure 10: REST service invocation

3.9BPEL

Business Process Execution Langufift], WSBPEL is an OASIS standard for Web Services
composition language. It is development from WSDL and XLANG, both oriented languages
describing Web services. It basically consists of an Xbdksed language designed for
centralized control of the invocation of different Web services with some logic added business
that helps largscale programming

It is used to define and manage logic processes that include calls to differesemviels,
either sequentially or in parallel.
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Figure 11: Example of a BPEL process
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4 Standardsfor Data Interoperability

In TSoS one of the important required features is the data interoperability, enabling
communications among different sem$c The standards considered for Local4Global
implementation are XML, OWL and SensorML.

4.1 XML

XML (eXtensible Markup Language), together with "XML Schema", is used for describing data
models, formats and data types. XML is also used as the basipdoifying other standards,
like WSDL.

The design goals of XML emphasize simplicity, generalitg asability over the Interndt.is a
textual data format with strong support via Unicode for different human languages. Although
the design of XML focusesn documents, it is widely used for the representatibarbitrary

data structuresor example in web services.

Many application programming interfaces (APIs) have been developed to aid software
developers with processing XML data, and several schentensy®xist to aid in the definition
of XML -based languages.

Controller Function
+setFunctioniid, formula) -function 1D

< > -formula

Function list

System

Variable

System var List -var 1D
-description
type

-unit
Q System List URL

-access

-system 1D

+readi)
+write{value)
+historical(date1, date2)

<? value List

Value

-value
-timestamp

Figure 12: UML model for XML data in Local4Global

4.2 OWL

The Web Ontology Language (OWL) is a family of knowledge representation languages or
ontology languages for authoring ontologies or knowledge bases. The languages are
characterised by formal semantics and RDF/Xbésed serializations for the Semantic Web.
OWL is endorsed by th&orld Wide Web Consortium (W3Cand has attracted academic,
medical and commercial interest.
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Ontologies are a formal way to describe taxonomies and classification networks, essentially
defining the structure of knowledge for variodemains: the nouns representing classes of
objects and the verbs representing relations between the objects

In Local4Global, OWL is used for enabling reasoning capabilities. The use of SWRL rules on
the ontology defining TSoS topology allows a more comphesuistic reasoning.

4.3 SensorML

SensorML provides standard models and an XML encoding for describing any process,
including the process of measurement by sensors and instructions for derivingldwgher
information from observations. It provides a yider-centric view of information in a sensor
web, which is complemented by Observations and Measurements which providesentrser

view.

The primary focus of the Sensor Model Language (SensorML) is to provide a robust and
semanticallytied means of daing processes and processing components associated with the
measurement and peasteasurement transformation of observatifi®. This includes sensors

and actuators as well as computational processes appliedngr@osimeasurement. The main
objective is to enable interoperability, first at the syntactic level aredt ht the semantic level

(by using ontologies and semantic mediation), so that sensors and processes can be better
understood by machines, utilized automatically in complex workflows, and easily shared
between intelligent sensor web nodes.

The pocesseglescribed in SensorML are discoverable and executable. All processes define
their inputs, outputs, parameters, and method, as well as provide relevant metadata. SensorML
models detectors and sensors as processes that convert real phenomena to data.

SensorM does not encode measurements taken by sensors; measurements can be represented in
TransducerML, as observations in Observations and Measurements, or in other forms, such as
IEEE 1451.
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5 Building/domotic standards

Control is a key activity in Local4Globaroduct and in this sense building and domotic
standards argnportant in the development of a TSoS. In this section several selected standards
are introduces, which the Local4Global product is compliant.

5.1.1 BACnhet

BACnetis a data communication protocol fonilding automation and control networks, which

provides a standard way of representing functions of any device, such as analogue and binary
inputs and outputs, schedules, control loops, and alarms, by defining collections of related

i nformat object caé¢dheld 6f whropertedhadab sertbderfichara
One of the objectds most i mportant properties
BACnet to unambiguously access BACnet presently defines 25 different objdégpes|[5].

Any given building automation device may have zero, one, or many objects of each object type

with the exception of thBeviceobject, which must be prest in every device.

BACnet employs the Open System Interconnection (OSI) Basic Reference Model (ISO 7498) as

its reference model. The following four OSI communication layers are implemented in BACnet:
physical, dad link, network, and application layer A net is standardized by ASHRAE, ANSI

and 1SO organizations.

BACnet can be used by different devices sharing a common LAN. Different vendors implement
the protocol to the specific BACnet type.

BACnet LAN - Ethernet, ARCNET, MS'TP, LonTalk, or BA Cnet/TP

BA Cnet BA Cnet
Worlstation

'"TEY] ¢t od o toodo
Sensors and Actuators

Figure 13: BACnet-Different vendorsin common LAN

BACnet can interconnect different LAN types by using routers. It can even interconnect with

ot her pr o p,but gate@aysywill beAnedled to translate the messages between devices

in this last case. The translations need to be simultaneous-dirddtional, and if the modeling

and messaging concepts differ too much, the tra
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Figure 14: Connecting different BACnet LAN through routers

BACnetLAN - Ethernet, ARCNET,MS/TP,or LonTalk

BACnet BACnet
Workstation

BACnetto
Vendor B
Gateway

Sensors and Actuators

Gateways -
Prop rietary LAN
Non-
BACnet
Field
Panels |
édodo oo dd doo o obdo o

Sensors and Actuators

Figure 15: Connecting with nonBACnet LAN though gateways

5.1.2 LonWorks

LonWorks technology is esl to build noropen but guidelines have beedefined to
manufacture and to integrate interoperable devices. These guidelines should guarantee a smooth
integration and operation of devices designed, produced, and installed by different
manufacturerg6]. They include LonTalk (the communication protocol of the LonWorks
technology platform) channel profiles, standard network variable types (SNVT) and functional
profiles. A SNVT comprises syntactic as well as seticainformation, like the associated
engineering unit.

LONMARK (association formed by Echelon and a group of LONWORKS users dedicated to
building interoperable products) objects are defined as a set of one or more input and/or output
network variables, v semantic definitions relating the behavior of the object to the network
variable values and to a set of configuration properties that specify configuration data for the
object [7]. To provide for future expansion and to enable manufacturer differ@mtitie
LONMARK object definitions consist of mandatory network variables and configuration
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properties, optional network variables and configuration properties, and may consist of
manufacturesspecific network variables and configuration properties.

Network
Controller

Echelon____ |
™ FTT10

HVAC Equipment with
Echelon Controllers

" m = =l
-

Controller’'s

Boiler with
P ,
Communicating L i & > rog:::orly;elzoc
ntegration Gateway Converts
TRETADEGE - proprietary boiler data to
> Echelon
Figure 16: LonWorks Architecture
5.1.3 EIB

EIB, the European Installation Bus is a fieldbus designed to enhance electrical installations in
homes and buildings of all sizes by separating the transmission of control information from the
traditional main wiring. Every component is able to send commands to other components, no
matter where they are. A typical EIB network is made of electrical components such as
switches, pulsers, electric motors, electro valves, contactors, and sensp@94|nEIB was
merged with Batibus and European Home System to create a new KNX standard (European
Home and Building Electronic System standard).

5.1.4 KNX

KNX is a standardized (EN 50090, ISO/IEC 14543), -0&ed network communications
protocol for intelligentuildings. KNX is the successor to, and convergence of, three previous
standards: the European Home Systems Protocol (EHS), Batibus, and the European Installation
Bus (EIB or Instabus). The standard is based on the communication stack of EIB but enlarged
with the physical layers, configuration modes and application experience of Batibus and EHS.
KNX defines several physical communication medias:

- Twisted pair wiring (inherited from the Batibus and EIB Instabus standards)

- Powerline networking (inheritellom EIB and EHS similar to that used by X10)

- Radio (KNX-RF)

- Infrared

- Ethernet (also known as EIBnet/IP or KNXnet/IP)

KNX is designed to be independent of any particular hardware platform. A KNX Device
Network can be controlled by anything from &iit microcontroller to a PC, according to the
needs of a particular implementation. The most common form of installation is over twisted pair
medium.

Central to KNX application concepts is the idea of g¢aimts: they represent the process and
control variables in the system. These datants may be inputs, outputs, parameters, diagnostic
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data, etc. The standardized containers for thesepditiés are Group Objects and Interface
Object Properties. The dapmints types are defined as a combination afata type and a
dimension. It has been preferred not to define the data types separately from any dimension.
This only leads to more abstract naming and identificati®igufe 17). Any data points type

thus standardizes one combination of format, encoding, range and unit.

Datapoint Type

Data Type Dimension

Format Encoding Range Unit

Figure 17: Structure of Datapoint Types in KNX Standard

515 OPC

OPC consists of standard interfaces, properties and methods for use in process control and
manufacturing automation applications. OPC provides a common interface for communicating
with diverse processontrol devices, regardless of the controlling softwarprotocols used in

the process. Recently, the OPC Foundation developed the next generation oODBREC,
Unified Architecture (UA) . A new and independent stack for GB@ replaces COM/DCOM.

The new communication stack reflects the beginning of various innogatThe OPC UA
architecture is a serviaariented architecture (SOA) and is based on different logical levels.

OPC Base Services are abstract method descriptions, which are protocol independent and
provide the basis for OPC UA functionality. The transdayer puts these methods into a
protocol, which means it serializes/derializes the data and transmits it over the network. Two
protocols are specified for this purpose. One is a binary TCP protocol, optimized for high
performance and the second is Welviceoriented. The OPC information model is acadled

Full Mesh Network based on nodes. These nodes can include any kind of meta information. The
OPC specification states that process data are made available by means ér@Blijects
(Figure18). It is up to the server implementer to design relationships between OPC Items and,
for instance, data items or device objects. OPC Item objects cannatdssext directly through

the OPC Data Access custom interface, but only via GRalip objects. OPC Group objects

are used to organize the ORGentsdata access. OPC Iltem and OPC Group objects are created
by the OPC Server object on behalf of OPC Clie@BC Item and OPC Group objects are
transient objects. By settings attributes of its OPC Group objects, a client can parameterize its
subscriptions.
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OPClarver
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Device
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DeadBand [
Active
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Cata ttem l

CPCleem

Active

Figure 18: OPC Data Access concepts

5.1.6 Modbus

Modbus is a communication protoamiiented to programmable logic controllers (PLCs). It was
created in 1979 by Modicon (how Schneider Electric) and has been widely used at industrial
level since. It uses a mastave approacfor the requests.

Master Slave

Initiate a Requestl

or

// Initiate an Error

F/Function Code|Data Response
- or
Receive the Response Exception Exception

Function Code Code

Figure 19: Modbus requestresponse

Modbus defines unique identifier for each device and four data tables: discrete inputs, discrete
outputs(coils), input registers and holding registers. Discrete inputs and outputs are oriented to
single bit values, while registers amented to 16bit values.
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Read-Only Read-Write

Discrete Inputs Discrete Outputs (Coils)
0 0000 | 0001 | 0002 | 0003 | 0004 | 0005 | 0006 | 0007 0000 | 0001 | 0002 | 0003 | 0004 (0005 | 0006 | 0007
g 0008 | 0009 | 000A | 000B |000C | 000D | 000E |000F 0008 | 0009 | 000A | 000B |000C | 000D | 000E |00OF
A T
E FFFO| FFF1| FFF2|FFF3 | FFF4 |FFF5 | FFF6 |FFF7 FFFO | FFF1| FFF2 |FFF3 | FFF4 |FFF5 | FFF6 |FFF7
- FFF8 | FFF9 FFFA FFFB FFFC| FFFD|FFFE|FFFF FFF8 | FFF9 | FFFA |FFFB |FFFC | FFFD| FFFE | FFFF

Input Registers Holding Registers
§ 0000 | 0001 | 0002 | 0003 | 0004 | 0005 | 0006 | 0007 0000 | 0001 | 0002 | 0003 | 0004 (0005 | 0006 | 0007
© 0008 | 0009 | 0O0A | 000B | 000C | 000D | 000E | 000F 0008 | 0009 | 000A | 000B |000C | 000D | 000E | 000F
= T T
g FFFO | FFF1| FFF2 |FFF3 | FFF4 |FFF5 | FFFe |FFF7 FFFO0| FFF1| FFF2 FFF3 | FFF4 |FFF5 | FFF6 |[FFF7
- FFF8 | FFF9 | FFFA |FFFB |FFFC | FFFD|FFFE| FFFF FFF8 | FFF9|FFFA |FFFB |FFFC |FFFD|FFFE|FFFF

Figure 20: Memory tables in ModBUS

The most common ways of using Modbus is over serial communications (Modbus RTU) and
over Ethernet (Modbus TCP/IP). In both ways Modbus defines how the data is stiuatuite
each type has specific methods to wrap the structuredatdtansmission

5.1.7 M-Bus

M-Bus, also called MterBus, is a European standard for remote readingyas meters,
electricity meters and heat meters, as well as other sensors and actuators.

The M-Bus is a hierarchical system, with communication controlled by a master (Central
Allocation Logic). The MBus consists of the master, a humber of slaves-¢gnipmet
meters) ad a twewire connecting cableThe slaves are connected in parallel to the
transmission mediumthe connecting cable.

Slave 1 Slave 2 Slave 3

Master M-Bus

Figure 21: M-Bus System principle
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Figure 22: Different meters connectel with M -BUS

5.1.8 MP-Bus

Multi-PointBus was developed by Belimo to act as a simple sensor and actuator bus in the field

of building automationlt allows up to eight device to be connected to a Mi&ster, usually
PLC with MP interface or gateways to otliiéed bus systems such as LonWorks or EIB/KNX.

!
ElB/Konnex - —_

\ -

=i él‘i’ K %
— !-:iéj $Trs
MP27BUS

Figure 23: Different devices connected to a MP gateway

5.1.9 Technologies Interoperability

It is worth mentionig that all these technologies are direct competliatsare NOT mutually

exclusive Each one has their own customer and developers base, but many systemsre
than oneof thesetechnologiesaltogether, using translating gateway devices. Some providers
evenpr ovi de support f or EghBACrethas devemet & gratocosté

work over LoiwWorksproprietaryLAN, LonTALK.
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6 Use ofstandardsin Local4Global

Service Interoperability standards are widely used in the Loca4Global project. These can be
divided between the already exististements inthe test pilots and the software that will be
developediuring theproject.

6.1 Local4Global System Product

The next table summarizes the different technologies$ standards, the rationale for choosing

them as well as how it is implemented in the Local4Glpbaject.

Table 1: Implemented standards in Local4Global

Standard

Rationale

Implementation

UML

UML is one of the most visual ways

expressing the data model that will

used. Every partner has previg
experience with it.Tools like Visual
Paradigm even include functionalities
transform UML into source code

Used in the design phase for t
Local4Global  software. This
includes data models, flo
diagrams, sequence diagrarasd
component diagrams.

SOA/OSGi

The ServiceOriented Architecture offer
greaer adaptability and scalability
splitting the functionalities in services.

The OSGi approacbould be considere
similar, as it encapsulatedifferent
functionalities in completely functiong
components called bundleshi¥ allows
to easily deploy new functionalities
without the need of modifying th
existent solution.

The Local4Global software wil
follow the SOA/OSGi approach.
core service/bundle will offer th
generic functionalities(data and
configuration managemeg
control logic and optimizatior
algorithms)  while different
communication drivers/bundleg
will be downloaded and deployg
to meet the use case requiremer

HTTP/FTP

HTTP and FTP are twomf the most
extended protocols for long distan
communications between machineg
Most existing development librarie
make use of these protocols

Used for communications betwe
the different components of th
traffic use case. Webnline
communication drivers will use
HTTP/FTP as their base protoco

TSL/SSL

TSL and SSL are used along with HT]
and FTP to provide a security layer
the communicationd. t 6 s a Wwe
standard and known to every partner
the project.

Web communication drivers wi
support the use of TSL/SSL aloi
with HTTP/FTP.

UMTS

UMTS provides inexpensive wirele
long distance communication. It is us
in the existing infrastructure of th
traffic use case

Different components of the traffi
use case use this technology:

-Junction control units
communicate with the roq
Administraton through UMTS

-The Apps deployed in th
smartphones will use the UMTS
communicate with the services
TUM
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WSDLU/SOAP | WSDL and SOAP are widely applied | In  the  traffic use the
Web Services, WSDL for defining th Local4Global algorithm will be
web service and SOAP as messi deployed asa service inlIK4-
format. Tekniker premises, along wit
other functionalities. These we
services will use SOAP an
WSDL for the communications.
REST REST offers avery extendedmore| Local4Global services us
lightweight alternative to # WSDL| WSDL/SOAP, but REST could b
services, using HTML commands (GE used for exposing the services
PUT...) as functions. an alternative.
Specific communication driven
could use REST services as d
sources.
XML XML is a well know and extendef SOAP messages are XM
standard for structured data exchange| messages will specific tags.
The web services used in t
traffic use case services will us
SOAP or plain XML to exchang
measurement data and cont
strategies
OPC OPCbs wuse is veryllsused in the building use ca
industrial and building environment| infrastructure, in order to mak
This standard is used in the gristing | data available to the BMS.
infrastructure for the building use case An  OPGUA  communication
driver will be developed in
Local4Global.
BACnet This standard is used in the ggisting | Used in the building use cajs
infrastructure for the building use case| infrastructure, connects  the
different control units and sensqg
with the OPC server and the BM
MP-Bus This standard is used in the gristing | Used in the building use cas
infrastructure for the building use case| infrastructure as a field bug
protocol for the sensors.
LonWorks Tekniker has developed th openMUC frameword7] has
EIB communication drivers using th already working drivet
openMUC framework as guideling implementation of lese standar
KNX which includes working communicatid and they could be easily &
ModBus drivers for many of these standards adapted in order to be usedtire
. . .. | Local4dGlobal softwarsystem
M-BUS Support for the different existin

communication protocols is desired
order to have grear interoperability.

They are not used in any of tf
proposed use cases, but will
taken into account for th
supporting the final product.
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6.2 High Level Integration in BMS

The Local4Global System willinclude drivers to connect to different field bus and
communication protocols, but what happens if it needs to be integrated with already existing
Building Management Systems (BM3$®@th BMS and L4Gharesimilar functionalities:

-Communication Layetnteroperability to connect and access different assets.
-Data & Configuration Managemenileasurement data and device configuration.
-ControlOptimizationLogic: Models the behaviour of the system

In BMS the existing assets and infrastructure, communicatayer and management
functionalities will be reused. Only tHeocal4GlobalOptimization& Control Logic will need
to be integrated / updated. Tloian be done in different ways.

One of the ways is to encapsulate the Local4Global algorithm in a logicocmmipspecific to

the system.For example,the building use casdrom the Local4Global projectuses

MATLAB /Simulink in order to define the building behaviodihis approach integrates firmly

with the existing BMS | ogi eqfthélLodaldGlobahseftwars, wi t h t
as itimplies makingt s e ¢ a s eustorqzeds i § 0 Icreusable forssimilar BMS.

BMS usually include interfaces that are used by Ul to allow human interaétisecond
approach would be to use Heenterfaces and @lvelop drivers to access the different assets from
the Local4Global system. This approach would resuttvo caexistent control systems, which
would provide flexibility in how Local4Global system affects the BMS. It could be used to send
actionrecommendations to the human usexding like an advisory componet; it could be
used to partially (or totally) manage the building wilrect control actions overtaking
management and responsibility from the BMS control logic.

6.3 Traffic Use Case

The traffic use casg¢l14] includes various entities distributed in different locations, including
sensors, control and data providéecause of this, long distancensmunication standards will
be used for data transferdilso the useof FTP standardin this use casé requireddue to
previous implementatiomade by Road Administration.

= - T ouorh o

Figure 24: Implementation of the Local4Global Traffic Use Case
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